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Model Policy Disclaimer
This document is provided by the Mississippi State Personnel Board (MSPB) as a model policy template for consideration by Human Resources offices within Mississippi State Agencies.
The purpose of this template is to assist agencies in developing internal policies governing the responsible use of Artificial Intelligence (AI) within Human Resources operations.
Agencies may adopt, modify, or adapt this template as appropriate to their operational needs. This template is advisory in nature and does not establish mandatory requirements for state agencies.
Artificial Intelligence technologies are subject to limitations, including the potential for error, inaccuracy, or bias, and must be used with appropriate oversight, validation, and professional judgment.
1.0 Authority
Agency policies developed using this template should be consistent with applicable laws and with statewide technology governance policies issued by the Mississippi Department of Information Technology Services (ITS), including the ITS Acceptable Use Policy for Artificial Intelligence.
In the event of any conflict between an agency policy based on this template and statewide ITS policy, the ITS policy shall control.



2.0 Purpose
The purpose of this policy is to establish standards governing the appropriate and responsible use of Artificial Intelligence (AI) tools within Human Resources operations of Mississippi state agencies.
Artificial Intelligence tools may enhance efficiency, productivity, and innovation within HR functions. However, such tools must be used in a manner that:
• protects confidential personnel information
• preserves the integrity of the merit system
• ensures fairness and non-discrimination
• maintains transparency and accountability in personnel decisions
AI tools are intended to assist HR personnel in performing their duties and shall not replace professional judgment or decision-making authority.

3.0 Scope
This policy applies to:
3.1 All employees performing Human Resources functions within the agency.
3.2 Supervisors and managers performing HR-related duties, including hiring, discipline, evaluation, and workforce management.
3.3 Contractors or consultants providing HR services to the agency.
3.4 Vendors providing AI-enabled HR software or tools.
This policy applies regardless of whether AI tools are accessed through: 
• agency-issued devices
• personal devices
• web-based platforms

4.0 Definitions
Artificial Intelligence (AI)
A machine-based system capable of generating predictions, recommendations, content, or analyses using machine learning, natural language processing, or similar technologies.
AI Tool
Software or applications utilizing artificial intelligence capabilities to automate tasks, generate content, analyze data, or support decision-making.
Personally Identifiable Information (PII)
Information that can be used to identify an individual, including but not limited to name, Social Security number, address, date of birth, employment records, financial data, or medical information.
Confidential HR Information
Information contained within personnel records or otherwise protected by law or policy, including but not limited to personnel files, applications for employment, disciplinary records, medical documentation, salary information, background checks, and investigative materials.

5.0 Guiding Principles
HR personnel utilizing AI tools shall adhere to the following principles:
5.1 Human Oversight
AI tools may assist in HR operations but shall not replace human judgment or decision-making authority.
5.2 Accountability
HR personnel remain responsible for the accuracy, legality, and appropriateness of any information generated or assisted by AI tools.
5.3 Accuracy and Verification
All AI-generated outputs must be reviewed and verified prior to use in official communications, reports, or personnel actions.
5.4 Privacy and Confidentiality
Sensitive personnel data must be protected at all times. Confidential information shall not be entered into public AI systems.
5.5 Fairness and Non-Discrimination
AI tools shall not be used in a manner that results in discrimination or bias in employment practices.
5.6 Transparency
When appropriate, the agency should be transparent about the use of AI to generate content or support HR processes.

6.0 Acceptable Uses of AI in HR
AI tools may be used to assist HR personnel with routine administrative and analytical tasks, including but not limited to:
6.1 Drafting job descriptions.
6.2 Drafting HR policies and procedures.
6.3 Preparing training materials or instructional content.
6.4 Generating ideas or outlines for reports or presentations.
6.5 Summarizing research or reference materials.
6.6 Drafting non-confidential communications.
6.7 Workforce data analysis using non-confidential information.
6.8 Assisting with scheduling, planning, and organizational tasks.
AI-generated materials must be reviewed and approved by HR personnel prior to use.

7.0 Restricted Uses of AI
AI tools may assist HR professionals in preparing materials related to personnel actions, but shall not be used to make final determinations regarding:
7.1 Hiring or selection decisions.
7.2 Promotions or demotions.
7.3 Disciplinary actions.
7.4 Terminations of employment.
7.5 Performance evaluations.
7.6 Compensation determinations.
7.7 Employee grievance or complaint resolutions.
Final decisions in these matters must be made by authorized agency officials.

8.0 Prohibited Uses
The following uses of AI tools are prohibited:
8.1 Entry of Confidential Information
HR personnel shall not enter confidential HR information into public AI platforms, including:
• Social Security numbers
• personnel records
• disciplinary records
• medical information
• background investigations
• applicant information
• internal legal documents
8.2 Automated Personnel Decision-Making
AI tools should not be used to make fully automated employment decisions affecting individuals.
8.3 Misrepresentation
AI-generated content shall not be intentionally represented as solely human-generated when disclosure of AI assistance is appropriate.
8.4 Unauthorized Access
AI tools shall not be used to attempt unauthorized access to agency information systems or data.

9.0 Data Security and Privacy
HR personnel must adhere to all applicable state and agency policies regarding data protection.
9.1 Personnel information shall not be entered into publicly accessible AI tools.
9.2 AI systems processing confidential HR data must receive approval from agency information technology personnel and, where required, ITS.
9.3 Users should assume that data entered into public AI systems may be stored or used for model training.

10.0 Training and Awareness
HR personnel utilizing AI tools should receive training addressing:
• responsible AI use
• risks associated with AI-generated information
• protection of confidential data
• verification of AI-generated content
Training may be provided by the agency, MSPB, ITS, or other recognized HR-related organizations, such as the Public Sector Human Resources Association (PSHRA).

11.0 Compliance
Compliance with this policy is mandatory.
Violations involving the misuse of AI tools or the disclosure of confidential information may result in disciplinary action, up to and including termination of employment.  Violations may also result in disciplinary action and may expose individuals to penalties under applicable state or federal law.  Violations may also result in the waiver of any individual immunities under federal or state law, including, but not limited to, protections afforded by the Mississippi Tort Claims Act and qualified immunity under federal law.

12.0 Policy Review
This policy shall be reviewed periodically to ensure continued alignment with:
• Mississippi ITS technology policies
• MSPB guidance and regulations
• evolving artificial intelligence technologies
• applicable state and federal laws

13.0 Effective Date
This policy shall become effective upon approval by the appropriate agency authority.
